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Windows Homebrew Backup  Why would you NOT do this? 

 Office Depot: 
50 ea  DVD-R  4.7GB   $22.49 

 
< $0.50 ea 
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Monterey Herald column 1/10/2015 by Byte Technology 

Question:   Over the holidays my office was broken into and my computer was stolen. If it’s 
password-protected, do I need to worry about the material on the laptop? 
 
Answer:  Unfortunately yes, you should be worried about any material on your laptop. Even with 
the improvements to today’s security technology, even a thief with basic computer knowledge 
can get access to everything on the hard drive in a short time, especially if the only password 
protection you used is that which came pre-installed on the system. 
 
For example, if you’re running Microsoft Windows the criminal can easily reboot the hard drive 
from a CD and reset the administrative login and password; they can even remove the hard drive 
from your computer altogether and install it into another, accessing the contents without 
needing to log in to the Windows program you initially installed. 
 
That said, the best course of action is to assume that all the information on your laptop has been 
compromised, and you should begin taking appropriate actions. If you saved online banking and 
credit card data, contact your bank immediately and have your account numbers changed, and 
afterward reset all your passwords. Likewise change all your log-ins and passwords for email and 
any social media sites. If you uploaded data to the “cloud” or another off-site storage medium, 
download it back to a secure hard drive and continue to monitor it closely for signs of tampering. 
 
In the future, don’t rely only on the preloaded security system that came with your laptop. 
Purchase and install a decent encryption program — TrueCrypt software is an excellent choice — 
and remember one hard and fast rule: your computer is only truly secure when it’s physically 
secure.  ( Ed Note:  TrueCrypt is no longer maintained;  I recommend LastPass instead.) 
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http://www.byte-technology.com/
https://lastpass.com/


Internet Security and Privacy  

Internet Security:  There are so many ways for bad actors 
to cause trouble that almost no one can stay current.  
CSIS 71 is not the course where you will learn enough to 
keep yourself safe.  You need good security software 
installed and kept up to date on your PC.  Examples are 
Norton, McAfee, Kaspersky, and AVG. 
 

Internet Privacy:  In addition to threats from bad actors, we 
face the dual dilemmas created by an explosion of social 
networking (personal information voluntarily, though often not 
knowingly, made public) and tracking of internet activity by 
commercial parties.  Facebook, Twitter, Google, Amazon and a 
host of others come to mind.  If you wonder how so many 
services are sustained at no direct cost to the user, exercise 
your imagination about targeted marketing data. 
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Windows Update -- Why would you NOT do this? 
Start > Control Panel > Windows Update 
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Windows PC Security 
McAfee is my Windows PC security 1st choice: 
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http://www.mcafee.com/us/


Password Security 
Lastpass is my password security 1st choice: 
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https://lastpass.com/


Online Shopping/Payments 
Paypal is my online payments 1st choice: 
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https://www.paypal.com/us/cgi-bin/webscr?cmd=_login-run

